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Moody’s appeal to the Court of Final Appeal dismissed 
 
Peter So and Goofy Chan 
 

On 11 October 2018, the Court of Final Appeal (CFA) delivered its reasons for judgment (FACV 6/2018; [2018] 
HKCFA 42) (which judgment had already been handed down at the conclusion of the hearing before the CFA on 3 
September 2018) in dismissing the appeal by Moody’s Investors Service Hong Kong Limited (Moody’s) in relation to 
the Securities and Futures Commission’s (SFC) disciplinary action against Moody’s on its publication of a report 
entitled “Red Flags for Emerging-Market Companies: A Focus on China” (the Report) in 2011.  This decision puts an 
end to Moody’s challenge to the SFC’s jurisdiction to discipline Moody’s under Part IX of the Securities and Futures 
Ordinance (Cap. 571) (SFO). 
 
The background of the present case and the decisions by the SFC and the Securities and Futures Appeals Tribunal 
(SFAT) were discussed in a previous article.  The present article focuses on the decisions of the Court of Appeal (CA) 
([2017] 3 HKLRD 565) and CFA. 
 
The CA’s decision 
 

“Credit ratings” are in Part 2 of Schedule 5 of the SFO defined as “opinions, expressed using a defined ranking 
system, primarily regarding the creditworthiness of (a) a person other than an individual; (b) debt securities…”. 
 
The CA disagreed with the SFAT’s finding that the Report itself constituted credit rating.  The CA put due emphasis 
on the word “primarily” in the definition of “credit ratings”, and held that:- 
 

 There is a distinction between an expression of opinions primarily regarding creditworthiness using a defined 
ranking system (hence caught under the statutory definition of “credit ratings”) and a discussion limited to one or 
two elements of credit risk without expressing any opinion on the overall assessment of the creditworthiness.  

 

 Moody’s did not represent in the Report that it had adopted an alternative credit risk assessment approach 
based on corporate governance and accounting risks (which are two of the many elements of credit risk) alone.  
The focus of the Report was confined to these two types of risks, which are relevant but far from determinative 
of creditworthiness.  The CA held that the SFAT failed to address the requirement of primacy in the statutory 
definition and the distinction between assessment of some (but not all) elements of credit risk and assessment 
of creditworthiness, and hence fell into an error of law. 
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However, the CA upheld the SFAT’s decision on the latter’s alternative reasoning that misconduct could be 
established on the basis that the preparation and publication of the Report was relating to the carrying on of Moody’s 

business of credit ratings.  The CA concluded that:- 
 

 Even though the red flag framework of the Report was not part of the methodology in arriving at Moody’s credit 
ratings of a classic kind, the Report itself constituted additions and clarifications which were meant to be read 
together with such classic ratings and as such, the publication of the Report was an activity “relating to” the 
ratings within the meaning of section 193(1)(d) of the SFO.  

 

 The business of credit ratings encompasses clarifications or additions to existing ratings on an ongoing basis, 
and such construction is consistent with the purposive interpretation of the statute and proportionate 
interference with the freedom of expression. 

 
The Final Battle at the CFA 

 
Moody’s appealed to the CFA to challenge the CA’s finding that the publication of the Report was an activity “relating 
to” credit ratings within the ambit of section 193 of the SFO.  Lord Neuberger of Abbotsbury NPJ gave the only 
reasoned judgment, with which all the other four members of the Court agreed. 
 
(a) The meaning and effect of “relating to” 

 
Moody’s argued that the preparation and publication of the Report could only be said as “relating to” the provision of 
credit rating service if it had been (or was understood, or would reasonably have been understood to have been) 
involved in the preparation of credit ratings.  Unless such a clear and limited meaning is given to the phrase, the law 
would be uncertain, which is particularly inappropriate in the context of Part IX of the SFO, given it creates an offence 
and involves curtailing freedom of expression. 
 
The CFA observed that “relating to” is a phrase with a naturally wide and broad import.  The CFA was of the view that 
where the legislature has used words which are very general in their natural ambit, it is inappropriate, in the absence 
of a cogent reason, to attribute a relatively specific meaning to those words. 
 
The CFA opined that section 193(1)(d) of the SFO is contained in a Part of the SFO which is concerned with 
regulating and sanctioning “regulated activity” in financial markets by licensed persons.  One must bear in mind that 
the provision was enacted as part of a scheme to protect members of the public and financial markets against 
inappropriate or substandard behaviour by sophisticated people, expert and experienced in financial markets.  The 
CFA therefore rejected such a narrow interpretation of “relating to” put forward by Moody’s. 
 
(b) The proper approach to determine whether the Report was “relating to” the provision of credit rating services 
 
The CFA went on to set out the proper approach to determine whether the Report was “relating to” the provision of 
credit rating services.  According to the CFA, reference should be made as to how the Report would reasonably have 
been understood by the people to whom it was addressed (i.e. investors and traders for debt and debt-related 
instruments in the market), and not by reference to the private intentions of Moody’s.  A tribunal may also take into 
account how the market actually reacted when determining what someone with considerable experience of the 
market should have expected of the market. 
 
The CFA relied on the following factors to conclude that the Report did “relate to” Moody’s credit rating service:- 
 

 All of the Chinese companies covered by the Report were subject to Moody’s existing published credit ratings.  
Indeed, they were the only Chinese high-yielding non-financial companies for which Moody’s provided credit 
ratings.  This appears to “tie in” the Report with Moody’s previous credit rating reports on those companies, and 
there was no clear or convincing disclaimer. 

 

 Frequent references were made to the credit ratings of a majority of companies (49 out of 61) covered in the 
Report.  Particularly, Moody’s stated in the “Overview” of the Report that the red flag results are shown “by 
rating category”.  This strongly suggests a connection between the Report and Moody’s credit rating service. 

 

 In all the 8 figures, and in 3 of the 4 appendices of the Report, the “tripped” red flags in relation to companies, or 
categories of companies, were compared with their respective credit ratings. 

 

 Notwithstanding Moody’s contention that the red flag system did not represent a departure from its previous 
ratings accorded to any of the companies in its previous credit rating reports, the obvious message to any 
remotely acute trader or investor was that the red flags attributed to a particular company in the Report should 
at least be borne in mind when considering that company’s existing credit rating. 
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 The Report largely concentrated on corporate governance and accounting risks, which are two of the many 
factors that a credit rating takes into account. 

 

 The announcement accompanying the Report described the Report as being “supplemental to Moody’s 
methodological approach to rating non-financial corporates in the emerging markets”, which suggests that the 
Report would also “relate to” Moody’s credit rating service. 

 

 Given the importance accorded by the market to the ratings of companies or to company debt by rating 
agencies, the only sensible interpretation of the market reaction to the Report is that Moody’s was indeed seen 
as providing a negative sort of qualification in the Report to the existing ratings.  

 
For the above reasons, the CFA dismissed Moody’s appeal. 
 
Commentary 

 
It is hardly surprising that the CFA arrived at the conclusion it did.  The phrase “relating to” bears the widest possible 
meaning, so the publication of the Report can be said to be “relating to” the provision of credit rating services which 
falls within the ambit of the definition of “misconduct” under section 193(1)(d) of the SFO. 
 
The impact of this case is that going forward, credit rating agencies will need to exercise caution when publishing 
reports to the market.  The standards that are expected of them will be high.  They will need to ensure that the facts 
in those reports are verified (at least with reasonable diligence) to be true and accurate and free from material errors;  
the methodologies and approaches employed in assessing the creditworthiness of companies are logical and 
consistent;  and the opinions expressed therein are fair and reasonable. 
 
 
 
 

Resisting enforcement of arbitral awards out of time 
 
Justin Yuen  
 
In Astro Nusantara International BV and others v PT First Media TBK [2018] HKCFA 12, the Court of Final Appeal 
(CFA) laid down the proper test for determining whether to grant an extension of time in an application to resist the 
enforcement of an arbitral award, and whether the fact that the award has not been set aside at the seat of arbitration 
should be a factor to be considered. 
 
Under the Arbitration Ordinance (sections 44(2) and 44(3) of the repealed version, Cap 341 which was considered in 
the Astro case and sections 89(2) and 89(3) of the current version, Cap 609), the Court may refuse to enforce an 

arbitral award made in a state or territory (other than Mainland China or any part of Mainland China) which is a party 
to the 1958 New York Convention if the award is made pursuant to an invalid arbitration agreement, or the award 
goes beyond the scope of the parties’ submission to arbitration, or the enforcement of the Convention award would 
be contrary to public policy.   
 
It is worth noting that use of the word “may” in the Ordinance denotes the existence of the court’s discretion to 
enforce the award, even if a ground resisting enforcement under the Ordinance has been made out.  One of the 
situations where the court may exercise its discretion is where a party has breached the good faith principle – in the 
Court of Final Appeal’s decision in Hebei Import & Export Corp v Polyteck Engineering Co Ltd [1999] 2 HKCFAR 111, 

the court found a party failing to act in good faith when it did not make a prompt objection during the arbitration to 
irregularities of the process which it subsequently raised when resisting enforcement. 
 
The respondent companies in the Astro case, being members of a Malaysian media group, were the claimants in the 

arbitration (Astro).  The appellant, First Media, is a company listed in Indonesia and part of an Indonesian 
conglomerate called Lippo.  First Media was the major respondent in the arbitration. 
 
Astro commenced arbitration against Lippo pursuant to an agreement for arbitration in Singapore under Singaporean 
law.   Despite Lippo’s objections, the arbitral tribunal joined three of the Astro claimants (additional claimants) even 
though they were not parties to the arbitration agreement.  The tribunal eventually made awards in Astro’s favour, 
including an award in a sum exceeding US$130 million. 
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When Astro sought to enforce the awards in Singapore, the Singapore Court of Appeal (SCA) held that the tribunal 
lacked jurisdiction to make awards in favour of the additional claimants because they were not parties to the 
arbitration agreement.  As a result, the SCA set aside the enforcement orders in favour of the additional claimants. 
 
First Media, relying upon SCA’s judgment, applied to the Hong Kong court for an extension of time to set aside the 
orders, which were made some 14 months earlier, for Astro to enforce the awards in Hong Kong (enforcement 
orders).     
 
The Court of First Instance (CFI) refused to set aside the enforcement orders basically for two reasons.  Firstly, it 
found that First Media had failed to act in good faith by keeping the challenge to the tribunal’s lack of jurisdiction 
during the arbitration.  Thus, the court exercised its discretion to allow Astro to enforce the awards, even though First 
Media had made out a ground to resist enforcement under the Ordinance.   Secondly, the court refused to grant the 
extension of time sought because (a) the 14 months’ delay on the part of First Media was substantial, (b) it was First 
Media’s deliberate decision not to apply to set aside the enforcement orders within the prescribed time, and (c) First 
Media had not set aside the awards in Singapore being the seat of arbitration.    
 
The Court of Appeal (CA) overturned the CFI’s decision on the good faith principle because the CFI had failed to take 
sufficient account of the fundamental defect that (a) the awards were sought to be enforced for the benefit of the 
additional claimants who were not parties to the arbitration agreement and that (b) such awards were made without 
jurisdiction. Nevertheless, the CA accepted the CFI’s three factors for not acceding to First Media’s application for an 
extension of time and dismissed First Media’s appeal. 
 
The CFA allowed First Media’s appeal and extended the time sought to apply for leave to set aside the enforcement 
orders.   In allowing the appeal, the CFA held that the proper test for considering an extension of time involves 
looking at all relevant matters and considering the overall justice of the case, eschewing a rigid mechanistic 
approach.  It also held that the fact that the award has not been set aside by the court of the seat of arbitration is not 
a relevant factor in considering whether an extension of time should be granted. 
 
The CFA considered that if the extension of time was not granted, it would have denied First Media a hearing where 
its application had “decisively strong merits” and would have “involved penalising it for a delay which caused Astro no 
uncompensable prejudice to the extent of permitting enforcement of an award for US$130 million”.  
 
As can be seen from the CFA’s decision in this case, the absence of a valid arbitration agreement is a fundamentally 
important ground for resisting enforcement of awards in Hong Kong.  Moreover, if a party has unsuccessfully raised a 
jurisdictional challenge at the arbitration and reserved its rights, it is entitled to raise the challenge again when 
resisting enforcement. 
 
 
 
 

Lack of a credible defence per se is far from being a 
“strong cause” for the Court to override an exclusive 
jurisdiction agreement  
 
Christy Yu  
 
Contracting parties may, by contract, agree that any dispute that may arise between them will be resolved by the 
courts in a particular named jurisdiction. This may be done by way of an exclusive jurisdiction clause. Where there is 
an exclusive jurisdiction clause, the Hong Kong court retains a discretion, but should exercise that discretion in favour 
of granting a stay of proceedings commenced by the plaintiff in favour of the named jurisdiction, unless “strong 
cause” for not doing so is shown. The burden of proving such strong cause is on the plaintiff. 
 
It is to be contrasted with the situation where no such exclusive jurisdiction clause has been agreed upon by the 
parties. In such situation, the test is to enquire whether there exists another available forum which is clearly or 
distinctly more appropriate than the forum in which the proceedings are sought to be stayed and in which the case 
may be tried more suitably for the interests of all the parties and for the ends of justice (known as the “forum non 
conveniens”). In such applications for a stay, the parties will produce evidence in support of what they contend to be 
the appropriate jurisdiction and the court will perform a balancing exercise between various factors to arrive at a view 
on the appropriate forum for resolving the dispute. 
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It becomes immediately apparent that the considerations of the court and the burden of proof on the party applying 
for a stay of proceedings are entirely different in situations where there is an exclusive jurisdiction clause and where 
there is none. In the former situation, the Hong Kong courts have consistently adopted an approach in favour of 
upholding contractual bargains between parties, namely in the line of cases including Euromark Ltd v Smash 
Enterprises Pty Ltd [2013] EWHC 1627 (QB) and Hyundai Engineering & Construction Co., Ltd v UBAF (Hong Kong) 
Ltd (unreported) HCA 175/2012, 25 September 2013. Hong Kong’s Court of First Instance, in the recent case of 
Deltatre S.P.A. v Hong Kong Sports Industrial Development Ltd & Anor, HCA 1303/2017, again followed the 
approach and endorsed the policy reason addressed by the court in Hyundai Engineering that predictability, 
consistency and stability in the resolution of international commercial disputes are critical to international commerce. 
Parties’ own agreements on how and where they resolve disputes must not be disturbed too readily, if at all.  
 
In Deltatre, the dispute arose out of the live streaming of football matches from the UEFA European Championship 
finals held in France in 2016. The main question before the Court was whether Hong Kong courts should refuse to 
stay a claim brought in breach of an exclusive jurisdiction clause simply because the defendant (D) had shown no 
credible defence. This was the joint hearing of D’s application for a stay of proceedings based on an exclusive 
jurisdiction clause in favour of the Italian courts in Torino, and the plaintiff’s (P) subsequent cross-application for 
summary judgment or alternatively interim payment. P took the position that the lack of a credible defence per se 
constitutes a sufficiently strong cause to override the parties’ own exclusive jurisdiction agreement (see, e.g., 
Standard Chartered Bank v Pakistan National Shipping Corporation & Ors [1995] 2 Lloyd’s Rep 365). D submitted 

that the Court ought to take the hardline approach and strive to uphold the parties’ bargain on jurisdiction, irrespective 
of substantive merits per se (see, e.g., Euromark and Hyundai Engineering). 
 
The Court held that the Euromark line of authorities is more consistent with the relevant leading authorities and the 
strong policy of respecting the parties’ own jurisdiction agreement.  It should be preferred over the Standard 
Chartered Bank line of authorities in the present case.  
 
As to what constitutes a “strong cause”, after considering the authorities, the Court agreed with the submissions of 
D’s counsel that “strong cause” encompasses either something unforeseeable at the time of contract, or something 
so exceptional that goes to the interests of justice. Absent issues on the interests of justice, the lack of credible 
defence per se is far from being a “strong cause” for the Court to take the drastic step to override an exclusive 
jurisdiction agreement. 
 
Given P’s failure to show any “strong cause” to persuade the court to override the exclusive jurisdiction clause, D’s 
stay application succeeded.  It followed that P’s application for summary judgment or interim payment must be 
dismissed. Costs of both applications were ordered against P on an indemnity basis. 
 
A lesson to be learnt is that contracting parties should be cautious in deciding on whether or not the agreement 
should include an exclusive jurisdiction clause, and if so, what jurisdiction it should be since once the agreement 
provides for such, it is expected that the parties will be held to their agreement. One cannot put it more succinctly 
than Rix LJ in the judgment of Ace Insurance SA-NV v Zurich Insurance Co & Another (at p.820a), who said “…if a 
party agrees to submit to the jurisdiction of the courts of a state, it does not easily lie in its mouth to complain that it is 
inconvenient to conduct its litigation there”. Given the weight of the consequence of this issue, it may be worth 
seeking legal advice on the same when you prepare your next agreement. 
 
 
 
 

Insider dealing – Deal or no deal 
 
Peter So and  Michelle Li 
 
In the Court of Appeal (CA) decision of Securities and Futures Commission v Cheng Chak Ngok (CACV 95/2017; 
[2018] HKCA 590), the less disputed element of insider dealing, namely the element of “dealing” was at issue.  As 
there was no direct evidence showing the dealing in this case, the issue was whether the circumstantial evidence was 
sufficient to draw inferences that there was in fact dealing in the relevant shares.   
 
Background  

 
This case concerns whether any insider dealing was committed by a Mr Cheng, who was the Executive Director, 
Chief Financial Officer and Company Secretary of ENN Energy Holdings Limited (ENN).  ENN formed a consortium 
with another company for the purpose of taking over China Gas Holdings Limited (China Gas), being a company 
listed in Hong Kong.   
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Mr Cheng was responsible for negotiating a financing proposal for ENN in connection with the takeover.  By virtue of 
his involvement in the takeover, Mr Cheng had on various occasions received information concerning China Gas, 
including details of the financing arrangements for the takeover, the expected timetable of the takeover and the offer 
price range for China Gas shares.  
 
It was the SFC’s case that Mr Cheng had engaged in insider dealing of China Gas shares: Mr Cheng was a 
connected person in possession of inside information and whilst in possession of the inside information, Mr Cheng 
used the securities account of one Ms Li to purchase China Gas shares, provided the funds for the purchases and 
received the proceeds from the subsequent sale of the shares. 
 
Elements of Insider Dealing  
 

In order to establish insider dealing by Mr Cheng, it is necessary to show that: 
 
(1) He was a connected person of China Gas;   
(2) He had information which he knew was inside information in relation to China Gas; and 
(3) He had dealt in China Gas shares. 
 
In respect of (1), a connected person of China Gas would extend to cover connected persons of a counter-party 
having a potential transaction with the listed company, i.e. ENN.  Mr Cheng is a connected person with ENN as he 
was its Executive Director, Chief Financial Officer and Company Secretary. By reason of his positions at ENN, he 
also gained access to inside information in relation to the takeover which concerns both China Gas and ENN.  He 
would therefore be considered a connected person of China Gas pursuant to s.247(1)(d) of the Securities and 
Futures Ordinance (Cap. 571) (SFO). This was not in dispute by Mr Cheng.   
 
As for (2), it needs to be shown that the information held by Mr Cheng was inside information and that he knew that 
such information was inside information. Clearly, a potential takeover would be inside information. Given Mr Cheng’s 
expertise and experience at ENN, it was inferred that Mr Cheng must have known that such information was inside 
information. This was also not disputed by Mr Cheng. 
 
Was there any dealing?  
 

As mentioned, the main issue was on the element of dealing. An interesting point about this case is that there was no 
direct evidence showing that Mr Cheng did deal in the shares of China Gas.  The evidence showed that the bidding 
orders were in fact made through the securities trading account of another person (i.e. Ms Li).  
 
The question was whether the circumstantial evidence was sufficient to draw the inferences that there was dealing by 
Mr Cheng. The circumstantial evidence included evidence showing that the timing of the orders coincided with Mr 
Cheng’s knowledge of the inside information, the fact that Mr Cheng had assisted Ms Li in opening her securities 
accounts, evidence showing that Mr Cheng may have access to Ms Li’s securities account statements, evidence 
showing that Mr Cheng had funded a substantial part of the purchase price of the China Gas shares (of the HK$13.7 
million used to purchase the shares, at least HK$8 million was funded by Mr Cheng) and that all of the internet orders 
were placed from ENN’s office computers at a time when Ms Li was not in office but Mr Cheng was. 
 
When the case was first heard by the Market Misconduct Tribunal (MMT), the MMT was not satisfied that the 
circumstantial evidence was convincing enough and noted that it could not rule out the possibility that the bids were 
placed by Ms Li or someone else.  It held that Mr Cheng did not deal in the shares.  
 
On appeal by the SFC before the CA, the CA took a different view that there was strong circumstantial evidence 
pointing to Mr Cheng being the person who conducted the purchases and noted that the probability of Mr Cheng 
conducting the same far outweighed the possibility that such purchases were conducted by someone else. The CA 
affirmed that the proper standard of proof is the civil standard of balance of probabilities and held that the MMT had in 
substance strayed beyond the civil standard and applied the criminal standard of beyond reasonable doubt when 
evaluating the evidence. The CA also clarified that MMT proceedings are civil and inquisitorial in nature and affirmed 
the orthodox view that the concept of burden of proof has no place in such inquisitorial proceedings. 
 
The case was remitted back by the CA to a differently constituted MMT for reassessment of the evidence according 
to the proper civil standard.  
 
Commentary  

 
The MMT will soon be faced with the sole issue of whether Mr Cheng had dealt with the shares based on the 
evidence.  It is likely that the MMT will have to consider the three questions:  
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(1) Whether Mr Cheng directly dealt with China Gas shares by placing bids in and operating Ms Li’s securities 
account himself; or  

(2) Whether Mr Cheng instructed Ms Li (or someone else) to deal with China Gas shares on his behalf using Ms 
Li’s securities account; or  

(3) Whether there was no such dealing at all by Mr Cheng because he was unconnected to these dealings by Ms Li 
as he claimed.  

 
Under scenarios (1) and (2), there would be a “deal”; and under scenario (3), there would be “no deal”. 
 
It may be worth noting that one of the points raised by the SFC in its appeal was the alleged failure by the MMT to 
consider exercising its statutory investigative powers before the inquiry was concluded.  However, as the CA has 
already ruled on the other grounds of appeal in favour of the SFC, the CA did not find it necessary to express its 
views on this point.  It therefore remains to be seen as to when it would be appropriate for the MMT to consider 
exercising its statutory investigative powers in conducting the inquiry and as to whether (and if so, to what extent) this 
would amount to imposing a duty on the MMT to do so. 
 
 
 
 

The meaning of “obtaining access to a computer” – should 

it be restricted to the unauthorised extraction and use of 

information from a computer? 
 
Felicity Yeung  
 
In a recent decision (Secretary for Justice v Cheng Ka-Yee, HCMA 466/2017) the Court certified the following 
question of law as being of great and general importance: “Is the actus reus of the offence under section 161(1)(c) of 
the Crimes Ordinance, Cap 200 (CO) restricted to the unauthorised extraction and use of information from a 
computer?” (the Decision) 

 
Section 161 (1) of the CO provides that: 
 
“Any person who obtains access to a computer- 

 
(a) with intent to commit an offence; 
(b) with a dishonest intent to deceive; 
(c) with a view to dishonest gain for himself or another; or 
(d) with a dishonest intent to cause loss to another, 
 
whether on the same occasion as he obtains such access or on any future occasion, commits an offence and 
is liable on conviction upon indictment to imprisonment for 5 years.” 

 

The Decision originates from the prosecution of four primary school teachers who had used their mobile phones and 
a school computer to leak admission interview questions of the school. The teachers were charged with the offence 
of obtaining access to a computer with criminal or dishonest intent under section 161 of the Crimes Ordinance, Cap 
200.  
 
Their acquittal by the Magistrates’ Court was upheld by the Court of First Instance “CFI), which held that using a 
person’s own mobile smartphone or using a computer which is not unauthorised to leak questions did not amount to 
“obtaining access to a computer”. 

 
The CFI held that section 161(1)(c): “…only prohibits the unauthorized and dishonest extraction and use of 
information” and that “obtaining access to a computer” and “using a computer” have different meanings and that to 
prove the actus reus of the offence, the prosecution must prove “the unauthorized extraction and use of information” 

from a computer.   
 
The Secretary for Justice made an application for a certificate to enable it to appeal the CFI’s decision to the Court of 
Final Appeal (CFA), that a point of law of great and general importance was involved in the Court’s judgment dated 6 
August 2018. By that judgment, the CFI had dismissed the Secretary for Justice’s appeal against the acquittal of the 
teachers. 
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The CFI held that as the three teachers had used their own smartphones to take photographs, or to receive/send 
them by WhatsApp, this was not unauthorized extraction and use of information from a computer. They were not 
obtaining access to a computer under section 161.  The Court also held that one teacher was not obtaining access to 
a computer under section 161, as the use of the desktop computer to create the Word file was not unauthorized and 
she did not obtain or extract the Word file from the school’s computer system.   
 
The Court said that although the result of this application probably would not affect the teachers’ acquittals it would be in 
the interests of the public that there be a final resolution of the proper construction of the controversial offences under 
section 161 of the CO, as this affects not only the offence under section 161(1)(c), but also other offences under 
section 161 of the CO.  
 
Comment 

 
Offences under section 161 of the CO include technology crimes like online fraud, illegal access to a computer 
system and taking upskirt photos and videos.   
 
It can be seen that the CFI’s interpretation of “dishonest use of computer” was construed narrowly.  Although this 
case did not deal with offences such as taking upskirt photos, where offenders usually use their own smartphones to 
take photos, which does not involve unauthorized extraction and use of information, this narrow interpretation may 
affect how the Department of Justice lays charges in respect of such offences.  It is noteworthy that, the Department 
of Justice has had to suspend prosecution of crimes relating to smartphones, including “up skirt photo” crimes, and 
consider alternative charges, at least for the time being, rather than relying on section 161 of the Crimes Ordinance.  
 
It remains to be seen whether the CFA will endorse such narrow interpretation of the actus reus of the offence under 
section 161(1)(c). We shall provide a further update once the CFA has decided the issue.  
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